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ﬁ Motivation:
“ Protection of Taximeter Data

&
2

» different approaches in Greece,
Belgium, Netherlands, Poland,
Czech Repubilic,...

(fiscal memories, fiscal taximeter,
OTP, GPS,...)

e taximeter: type approval required,
2004/22/EC “Measurement
Instruments Directive” (MID)

 — protection of taximeter data
without touching the MID type
approval

2004/22/EC “MID”
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Protection of Taximeter Data
in Germany

« letter of the German Ministry of o 2

Einheit

Finance (BMF) from Nov. 2010 -

EAATLRLCHTST  Aurnnsswras dasFearres, 1014 S

Nur per E-Mail HerminecRET  Wihametals 97, 107 17 Berln

TEL 48 030 18 RAZO

 taxi companies should provide o 0
data of every trip and shift in
electronic format e A e
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e q u I p m e n t fo r eve ry Ca b verarbritngssystems erstells worden sind, wahrend der Daner der Aufbewahrungsfrist joder-
zeit verfoghar, vnverzuzlick lesbar vnd moschivell answerbar aufzobewalwen (§ 117 Abs. 2
iralzn Unterlagen
gestinzter Buch

ten Geschaftsrorfzlle 'algendes
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* increasing interest of taxi st
companies

s i sfrzeminirus fe

BMF letter from Nov. 2010
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Taximeter Environment
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Regulations touching Taximeters:
o *MID 2004/22/EC incl. Annex MI-007 for Taximeter
« WELMEC
 OIMLR 21 (2007) Taximeters
« CENELEC EN 50148
« CAN CiA447-3

 national regulations (Germany: EO 18-2, PTB-A
18.21, Eichgesetz, PBefG, BOKraft, ...)
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System Concept I:
Plain/Insecure Wireless Link

Taximeter GPRS @

Modem %
Cab (i%)

Mobile
< Network
i Operator

D) | D)

Taxi
Company Data Center

— no protection from alterations
— no assignment to origin
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Taximeter Stakeholders

- Passenger Garage
Taxi Driver \ / Service
, Taximeter
Taxi Service

Company 4 Taximeter

A Taximeter
Verification / Company
Service / \
Certification Auditing
Body Instance

» taximeter data = turnover data:
cost of tampering << revenue from tampering
« taxi drivers, taxi companies and allied under general suspicion
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Taximeter Data, PIB
as defined in MID, Annex MI-007

4. A taximeter shall be able to supply the following
data through an appropriate secured interface(s): |[...

requirements of this Annex and the confomity assessment

- operation position: "For Hire", "Hired" or
"Stopped"”; —

- totaliser data according to paragraph 15.1; R —

fior extra services.

e by o distane il value,

- general information: (...) X

below the cross over speed and cpplication of the distance tariff

| aril)

- fare information for a trip:
total charged, fare, calculation of the fare, e e

supplement charge, date, start time, finish time, Qe —,
distance travelled:;

measure the duration of a wip.

s puruenting u steps eyual W e esulution
ition cximeter shall also Ec designed to display the
St

- tariff(s) information: parameters of tariff(s).

- no demand on interface or data format
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Security Properties
for Taximeter Data

® Integrity
protection from modifications

® Authenticity

= primary
prove of origin

® Non-Repudiation
protected assets cannot be repudiated

® Confidentiality

protection from eavesdropping  (oondary

—> cryptographic technology can assure all security

properties

(other security properties: availability, etc.)

Jorg Wolff, Protection of Taximeter Data by Secure Elements



Asymmetric Cryptography:
Digital Signatures

A: Signing

CcD 04 20 10 02 28 CE 02
23 59 C6 09 6F 70 65 72 i

61 74 6F 72 35 C7 14 SE F [)EltEl
FO 13 F1 Al F3 3B 00 FB :
18 00 98 BC 51 63 8B 36
4C 6E 28 €8 02 03 D2 E1
11 D8 03 04 49 1cC D9 02
49 9C DA 02 71 7C DB 02
19 00 E2 OC D8 02 47 2C
DA 02 03 1c DB 02 07 00

v

5= b 15 1 e = 50 60 |
e o Hash Value
36 4C 6 28 :
‘p PrivKey,
47 40 88 BA D5 4D B9 48 Signature

5C 93 19 29 F3 0B 54 C7
28 9E C2 6C FO F1 2A C2
75 70 42 A4 42 EO 8D Bl
A4 OA 88 27 2E C8 4C E4
8D 33 B1 32 35 75 12 19

A calculates hash value
of data and signs using
the private key
(PrivKey,)
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B Verification

CD 04 20 10 02 28 CE 02
23 59 C6 09 6F 70 65 72
61 74 6F 72 35 C7 14 5E
FO 13 F1 A1 F3 3B 00 FB
18 00 9B BC 51 63 8B 36
4C 6E 28 €8 02 03 D2 El1
11 p8 03 04 49 1c b9 02
49 9C DA 02 71 7C DB 02
19 00 E2 OC D8 02 47 2C
DA 02 03 1c pB 02 07 00

v

5E FO 13 F1 Al F3 3B 00
FB 18 00 98B BC 51 63 8B
36 4C 6E 28

PubKéeyA WW

> valid / invalid

47 40 88 BA D5 4D B9 48
5C 93 19 29 F3 0B 54 C7
28 9E C2 6C FO F1 2A C2
75 70 42 A4 42 EO 8D B1l
A4 OA 88 27 2E C8 4C E4
8D 33 B1 32 35 75 12 19

" Algorithm Examples:
' « RSA Signatures

 Digital Signature
Algorithm (DSA)

« Elliptic Curve Digital
Signature Algorithm
(ECDSA)

- Signature

B calculates hash value of

data and can verify the [X] Integrity
signature by the use of A's [X] Authenticity
public key (PubKey,) [c] Non-Repudiation

[ ] Confidentiality
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INSIKA Solution:
End-to-End Security PIB

Taximeter Security GPRS @

D) | D)

¥

Mobile
Network
Operator

Auditing - Taxi
Instance Company Data Center
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INSIKA Solution

INSIKA
integrated security solution for cash registers &
measuring instruments

Intention ( T
sign data of cash registers and taximeters by

secure elements

Demands

error-free operation, trust of the users in the (]
solution, long term protection (up to 10 years) L.J

Kerkhoffs's principle
security of a crypto-system depends on secrecy
of keys only, not on secrecy of the algorithm

INSIKA Smart Card

Environment
developed for environments where
cost of tampering << revenue from tampering

Jorg Wolff, Protection of Taximeter Data by Secure Elements
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INSIKA Profile for Taximeters

« profiles for cash registers and
taximeters

 digital signatures (ECDSA) &
sequence numbers

e special smart card software-package

* smart cards personalised to VAT-ID of
taxi company

 certificates and smart cards issued by
a trust centre (PKI)

e other secure elements feasible

Jorg Wolff, Protection of Taximeter Data by Secure Elements
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Secure Elements PB

e hardware based security

e secure environment: ability to protect
data (e.g. private key) on a high level

« costs for readout of protected data (e.qg. T —~)
one particular private key) >> revenue b~ E
from readout ~

* resistance against many side channel
attacks (SPA, DPA, Timing,..)

e available as certificated hard- & software
(up to CC EAL 4..5+.))

e most secure elements are smart card
based components

Images: Oberthur Technologies, Giesecke & Devrient, Infineon
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Applications of Smart Cards PIB

» Subscriber Identity Modules (SIM),
[SIMalliance members shipped 3.9
billion SIM cards in 2010]

e payment cards: EMVCo
(American Express, JCB,
MasterCard and Visa)

[1.4 billion cards used worldwide,
except USA]

« new German identity card

e passports (MRTD - machine
readable travel documents),

e new German health card

Sandra Koch
Musterkasse

............................

e signature cards
new German health card electronic passport

Images: Giesecke & Devrient, Gematik, Federal Ministry of the Interior of Germany
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Taximeter
Interface

(proprietary,
................... MID data)
—

Instance

INSIKA Solution:
Open Interfaces

Auditing <":

Security

N

Taxi

Company

18

Data Center

D) | D)

¥

Mobile
Network
Operator
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http://insika.de/

Open Interfaces:
INSIKA Signature Interface PIB

Application

v

TIM Spec.

INSIKA
TIM Schnittstellendokumentation
T.1.0.8

« |ISO/IEC 7816 1-4 standard for
smart cards

» defines physical layer up to
application layer

« TIM interface adds 4 commands
on application level

 master-slave, “T=1" protocol
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Open Interfaces:
RESTful INSIKA Interface

PB

® open interface - allows change of data
center

® REST = Representational State Transfer

® simple webservice

® HTTP/HTTPS protocol and clearly
defined methods, URIs and status codes

® transfer of XML messages in body:

<?xml version="1.0" encoding="IS0-8859-1"?>
<insika xmlns="http://insika.de/msg">
<transactionEncoded>
<itemListEncoded profile="taxi'">sAEAsgIBDLOEIBEQBr4CFBE=
</itemListEncoded>
<transactionRequest>zQQgERAGzgIUE8YFNDAwWMDHHFO/0l1PEP1nlHT
6ucNs2z1lrchOniyAIDOuIL2AIBDNoBHNsCBwA=</transactionRequest>
<transactionResponse>xA9JTINJSOFfVEVTVFOQVELFAQ jLAQGeMF9EuXi
SieiyGr44FMEzW7q7X2C£78CD64x60vcoabevwiWFC5hSqmLKebj95d8+28g==
</transactionResponse>
</transactionEncoded>
</insika>

Jorg Wolff, Protection of Taximeter Data by Secure Elements
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Open Interfaces:
XML Export Interface

<?xml version="1.0" encoding="iso-8859-1"?><insika
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns="http://insika.de/export"

o XML export Contains Signed xsi:schemalocation="http://insika.de/export

k insikaB64.xsd"><timParams><timVersion>T.1l.1.0</timVersi
taX|meter data Smart Card on><tpId>INSIKA TEST PTB</tpld><tpIdNo>8</tpIdNo><certi
. ficate>MIIB46ADAgGECAGMLOYywWwDQYJKoZIhvcNAQEFBQAwWgYQxCzAJ

L . . BgNVBAYTAKRFMS4wLAYDVQQKDCVQaH1zaWthbGlzY2gtVGVjaG5pc2N
certificate, trips, shifts o7 SBCANSKZXNBbNO YW OHS sWKQYDVQULDCIEYXALbrt Vb2 Lbms 7
Rpb24gdW5kIC1zaWNoZXJoZW1OMRgWwFGYDVQQDDAIQVEIGQOEGMiAzM

DMwXzEwHh cNMTExMDEwWMTMON jAyWhcNMTYxMDMxMTMONj AyWjA3MOsw

e Ccan be ve rlf | ed by I N S I K A CQYDVQQGEWJERTEMMAOGA1UECGWDUFRCMROWGAYDVQQODDBFJT1NJISOF
fVEVTVF9QVE I tODBIJMBMGBYyqGSM4 9AgEGCCGGSM4 9AWEBAZIABM6Yrq
LN o . Sno6j8tQGPc8JhZcORu3zQDixjwK77yIMyTYJJb2iwlMORCRBbeW2VF
Ve rl fl Cat I O n M O d u I e ( I V M ) O r MLxNaOBnDCBmTCBhgYDVRO £fBH8wfTB70Hmgd4 ZGbGRhcDovL2xkYXAu
aW5zaWthILmR10jM40S9jbj1JTINJSOEtQ1 JMLCBvPUNSTCBEaXNOcml
Eir1}/ ()tr]ear tc)()l idXRpb24sIGRjPULOUO1LQYYtaHROCDovL2xkYXAuaW5zaWthLmR1L2
NybGRvd25sb2Fkcy9JT1INJSOEuY3JsMA4GA1UdADWEBAAQEAWIAgA==<
/certificate></timParams><reportEncoded><itemlListEncode
=13z d
I profile="taxi">0AExoQUOMDAwWMaUCSQymAkhEpwENGAIVDKkDA1YM
s W KA ILS o e e W e ey rQQgEQkprgISUw==</itemListEncoded><reportRequest>zQQgER
RIS e e . e e s e e s AGzgIUE9QUimm3DieANEBn9tgpb/lc+VIlrHw=</reportRequest><
T » B > T b ' o reportResponse>wAEDxA9JTINISOF£VEVIVFIQVELFAQJMAQLSAQHT
ey i i E 2 S - AQHiC9gCAQzZAQzbAgcAnjCa9icVrnHulwgNetsc+AJjWJIh/cYE1vUf
7 T B o SRV T PO B Y S G PruBfRyOVEfyF21R1NGGeGznHD+TF+dnw=</reportResponse></rep
SR 40 e L A S ortEncoded><transactionEncoded><itemListEncoded

Ry gueean, s WL profile="taxi">sAEAsgIBDLOEIBEQBr4CFBE=</itemListEncode
Tt e D d><transactionRequest>zQQgERAGzgIUE8YFNDAwWMDHHFO/0l1PEP
i gim Rl 1 RpERDe ST 1nlHT6ucNs2z1rchOniyAIDOuIL2AIBDNOBHNSCBWA=</transactio
Rl omims nn i nRequest><transactionResponse>xA9JTINJISOFfVEVTVFOQVELFA
noi s e i e b SR QjLAQGeMF9EuXiSIeiyGr44FMEzW7q7X2C£78CD64x60vcoabevwWFC
S SR T B i 5hSqmLKebj95d8+28g==</transactionResponse>w=</itemListE
P A N S ncoded><reportRequest>zQQgEREhzgIUINQU7r2QLRql0wGVPnr3y
) . EE o mieE nn HE TAyQOhNdQ8=</reportRequest><reportResponse>wAEDXA9JTINJI
- SR 15 120 B _ SOF£VEVTVF9QVELFAQjMASnSAQHTASTiDAgEARZODNkBDNSCBwCeMDB
s ] b fA _;uff';mwm“m. :ymwﬂﬂ 3BvzmFXjwEcCpDmV603dN5BrIUVCN+zemdolTaYyaFU2a7loni5L1Ad

ne 1j0VbpSg==</reportResponse></reportEncoded></insika>
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Outlook
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Outlook PIB

potential technical influences:

« upcoming: ETSI standard for
embedded SIM (eUICC)

« other wireless technologies
(LTE, taxi radio,..)

« other protocols (FTP, MQTT,
IPvG,.. )

» other secure elements:
( eUICC/UICC with integrated
application,.. )

« usage of time stamp services

 new developments in M2M
m a rket Images: Oberthur Technologies
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Thank Youl!

The work of the INSIKA Project has been funded by the
German Federal Ministry of Economics and Technology
under the grant MNPQ 11/07.

For further information please contact insika@ptb.de
or visit: http://www.insika.de/
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Gefordert durch:

Bundesministerium
fiir Wirtschaft
und Technologie

aufgrund eines Beschlusses
des Deutschen Bundestages

PB

23


mailto:insika@ptb.de
http://www.insika.de/

